We report physical random bit generation with on-chip chaos lasers. The design of the laser device is based on a theoretical model for non-deterministic random bit generation by amplification of microscopic noise. It is shown that the bit sequences generated at rates up to 2.08 gigabit per second (Gbit/s) pass a standard statistical test suite of randomness.
Introduction
Random bit generators are fundamental in many fields of applications (e.g., numerical simulation of stochastic processes, cryptosystems) [1, 2] . In particular, fast generation of non-deterministic random bit sequences is crucially important for achieving ultimate secure communication, such as quantum cryptography system. Random bits can be obtained by sampling random physical phenomena, but it is generally difficult in practice to avoid correlations and statistical bias when bits are generated at high speed. It has recently been shown that random bits can be generated at multi-gigabits per second using chaotic oscillations in semiconductor lasers [3] . However, previous demonstration of chaotic laser random bit generators used discrete fiber-optic or spatial optic components with long optical delays to achieve chaotic oscillation [3] [4] [5] . In addition, the realization of random bit generation in more compact and robust photonic circuits is expected to have large impact from the point of view of commercial feasibility and range of applications.
Here, we report our recent works on fast non-deterministic random bit generation with on-chip chaos lasers [6] . The on-chip chaos lasers are designed with a theoretical model for non-deterministic random bit generation by amplification of microscopic noise, and can generate broadband chaotic signals in multigiga hertz regime. It is demonstrated that bit sequences passing standard statistical tests of randomness at rates up to 2.08 Gbits/s can be generated using the laser devices.
Theory of random bit generation with chaos
First, let us consider the time evolution of an observable I(t) in a dynamical system subject to random perturbation such as microscopic noise. (In laser systems, the observable I is usually a output light intensity and the microscopic noise is quantum noise, such as spontaneous emission.) Then, if the system is strongly chaotic, it has the mixing property. The mixing property of chaotic systems implies that any arbitrary smooth initial probability density of I(t) converges to a unique invariant probability density, known as the natural invariant density (I). In principle, the non-determinism of I(t) is based on nondeterminism of the microscopic noise, but the asymptotic invariant density is a property of the chaotic dynamics. This convergence to the invariant density is a key fundamental point for the use of chaotic systems to generate large amplitude signals for robust non-deterministic random bit generation.
The binary signals can be extracted from the observable I(t) by assigning bit 0(1) to it less (greater) than a threshold I th where I th is set so that the occurrence probability of bits are equal to each other. That is, I th is defined by (I) so that it satisfies,
When the chaotic dynamics starts from any arbitrary initial state and evolves in time subject to perturbation by microscopic noise, and finally ends with an observation assigning a binary bit, if the interval between observations is sufficiently longer than the time required for the initial probability density to converge to the invariant density, then the bits generated based on Eq.
(1) will be random with equal occurrence probabilities, 1/2. However, it is usually difficult to observe the convergence process to the invariant density in real experimental systems, because the states of the system are needed to reset to the same initial state many times, or wait long times until the laser revisits the neighborhood of the same initial state many times. Observation of the autocorrelation is a more practical way to monitor the rate of convergence of the probability density. The convergence to the invariant density, i.e., the mixing property implies the decay of the autocorrelation function,
where the bracket defines the time average,
. In particular, if the system is strongly chaotic, the autocorrelation exponentially decays. The decay rate is the same as the rate of convergence to the invariant density. If the time interval between the observations, i.e., the bit-extraction time is much longer than the time required to vanish the autocorrelation function, then the statistical correlation between bits will be zero and the sequence will be truly random. It is important to increase the decay rate of the autocorrelation in order to generate unpredictable random bit sequences as fast as possible.
On-chip chaos lasers
In order to carry out the above random bit generation method with a small optoelectronic device, a random signal generator module was fabricated (see Fig.1a ). This module contains two chaos laser chips, which are designed so that the autocorrelation of the output light intensity signal vanishes as fast as possible and fabricated with photonic integration technologies in InGaAsP material systems. Fig. 1(b) shows the schematic structure of the chaos laser chip. In this laser chip, a distributed-feedback (DFB) laser is monolithically integrated with passive waveguides, two optical amplifiers (SOA), and a photodiode. High-reflective coating at the edge of the passive waveguide reflects the light back into the DFB laser, inducing high-frequency chaotic oscillation in the gigahertz regime. The feedback delay length is just 10mm, and the photodiodes have coupling efficiency over 70 %. The strength and phase of the optical feedback are controlled with the current to the SOA. Fig. 2(a) shows a typical power spectrum obtained from the chaos laser chip shown in Fig. 1(b) . The spectrum is very flat and there are no sharp peaks suggesting weak instability. This flatness of the spectrum is achieved by the stronger feedback and better tunability by the use of dual SOAs. Moreover, the intensity is increased by more than about 25 dB compared to the power spectrum of the solitary laser noise measured when the injection currents to SOAs are not applied, suggesting that the chaotic signal is robust with respect to the external electrical perturbations. Fig. 3(b) shows the autocorrelation function corresponding to the spectrum of Fig. 3(a) . The correlation rapidly decays over just a few periods due to the strongly chaotic dynamics. 
Experiment
The conversion to the binary signals from the generated chaotic signals is carried out on the basis of the method mentioned in Section 2. First the chaotic signal is digitized at a sampling interval 0.48 ns (the sampling rate 2.08 GHz). As shown in Fig. 2(b) , the autocorrelation of the chaotic signal has almost vanished at this time. The sampled signals can be converted to binary signal (1 or 0) by comparing a threshold value derived from Eq. (1). However, it is important to note that real systems cannot exactly satisfies Eq. (1) which assumes that the observation of the signal and comparison with the threshold value is done with infinite precision. In this experiment, the threshold is determined by a method with only 8-bit precision which cannot avoid some small statistical bias. In order to generate a random bit sequence with lower statistical bias, two independent bit sequences obtained from two chaos laser chips are combined by a logical Exclusive-OR (XOR) operation, which is a simple and common way to reduce statistical bias.
No other digital post-processing is used. In order to evaluate the statistical randomness of digital bit sequences, we used a standard statistical test suite for random number generators provided by National Institute of Standard Technology (NIST), NIST Special Publication 800-22 (revision 1a) [7] . The NIST test consists of 15 statistical tests. Each test was performed using 1000 instances of 1 Mbit sequences generated with sampling rate 2.08 GHz and significance level 0.01. To pass each test, the P-value (the uniformity of the p-value) should be larger than 0.0001 and the proportion should be in the range of 0.99 0.0094392 [7] . We confirmed that bit sequences obtained from the experiment passed all of the NIST tests. The result shows that the generated bit sequences are statistically random in the sense that they passed all of the tests.
Summary
In summary, we showed a theoretical model for non-deterministic random bit generation using strongly chaotic systems with microscopic noises. On the basis of the theoretical model and using photonic integration technologies, monolithically integrated semiconductor chaotic laser chips were designed and fabricated. We also showed that at fast rates up to 2 Gbps, random bit sequences which pass standard statistical tests for randomness can be generated using the on-chip chaos lasers. This achievement demonstrates the potential for widespread use of small devices for fast optical random bit generation using chaotic lasers. Table 1 . Results of NIST Special Publication 800-22 statistical tests. For "Success" using 1000 samples of 1 Mbit data and significance level 0.01, the P-value (uniformity of p values) should be larger than 0.0001 and the proportion should be in the range of 0.99 ±0.0094392. For the tests which produce multiple P-values and proportions, the worst case is shown. 
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